UNIVERSITY OF NORTH ALABAMA
Employee Policy Manual and Handbook

ADMINISTRATIVE PRIVILEGES POLICY

The following document applies to all university employees and computers, including Information Technology
Services (ITS) employees and computers.

Running



e User agrees that, in the event their elevated administrative privileges result in a securitycompromise,
they may be held responsible for any damages that may result to the full extent allowed by university
policy, local, State, and/or Federal law.

Privileges Revocation
1 123503 elevated administrative privileges may be revoked for any of the following reasons:

« Userisinvolved in a data breach that is related directly to their having administrative privileges;

-« User is downloading or installing software that is illegal or malicious to the !yigSUaIig0a
Resources;

« User is downloading or distributing copyrighted material without permission and 0l-yA
RSY 2y/&llI-iS &FI-W ¢aS¢ (http://www.copyright.gov/fls/fl102.html);

» User requires excessive support from ITS staff. Excessive support is defined as frequent incidents
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